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192.168.1.2

[ MANAGER

What iIs SNMP ?

Simple Network Management Protocol

‘ READ & CONTROL

192.168.1.100
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davicom How do devices interact
TR with each other?

GET SET TRAP
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FCIUVEIN

192.168.1.2

[ MANAGER

GET

‘Information Request”

192.168.1.100
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FCIUVEIN

192.168.1.2

[ MANAGER

SET

"Action Command”

192.168.1.100
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192.168.1.2

[ MANAGER

TRAP

"Alarm Information’

192.168.1.100
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VN Example

SERIES

CHPRTEX

( sower e




m [ NETWORK MANAGEMENT SOFTWARE (NMS) ] ‘

Indoor Turn On Alarm !
Temperature Generator

[ MANAGER |- C@@RTSEERﬁEé ....... [ AGENT ]

il

On/Off?  TurnOn  Alarm!
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HONSO commands sent to the

other devices?

OID - Object Identifiers
.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4
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N
e

1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

Root

/\

ccitt(0) Iso-(1) joino-ccitt(3)
Org(3)

Dod(6)

Internet(1) <« 1.3.6.1

P

Directory(1) Mgmt(2) Experimental(3) Private(4)
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davicom What does this OID represent?
POV

1.3.6.1
Root
cchQB;/////T;;;;;\\\\\;;;;;chﬂ3)
Org(3)
Dod(6)

Internet(1) <« 1.3.6.1

P

Directory(1) Mgmt(2) Experimental(3) Private(4)
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% What does this OID represent?

VN

1.3.6.1.4.1

Internet(1) <« 1.3.6.1
Directory(1) Mgmt(2) Experimental(3) Private(4)

Enterprise(1) < 1.3.6.1.4.1
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VN

.1.3.6.1.4.1.3808

Internet(1) <« 1.3.6.1
Directory(1) Mgmt(2) Experimental(3) Private(4)
Enterprise(1) < 1.3.6.1.4.1

Cisco(9) APC(318) Comlab(14665)

CyberPower(3808)
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2
r

.1.3.6.1.4.1.3808.1.1.3

CyberPower(3808)

N\

Products(1) cpsmgmt(2)

Hardware(1)

UPS(1) eswitch(2) EnvironmentSensor(4)
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Yok

.1.3.6.1.4.1.3808.1.1.3.3.3

ePDUldent(1) ePDULoad(2) ePDUOutlet(3) ePDUPowerSupply(4)
T A

ePDUOutletDevice(1) ePDUOutletPhase(2) ePDUOutletControl(3) EnvironmentSensor(4)
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davicom
.1.3.6.1.4.1.3808.1.1.3.3.3.1.14
Table That Contains ePDUOutletControl(3)

More Than 1 Value !!

ePDUOutletControlTable(1)

ePDUOutletControlEntry(1)

Tablelndex(1) ePDUOQutletControlName(2) ePDUOutletControlPhase(3) ePDUOutletCommand(4)
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OO
1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4
ePDUOutletCommand(4)

Outlet 1 (.1)

Outlet 2 (.2)

Outlet 3 (.3)

Outlet 4 (.4) _

Outlet 5 (.5)

Outlet 6 (.6)
Outlet 7 (.7)

Outlet 8 (.8)
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davicom Each OID is a table of values
OO ¢ Example of a single value OID

ePDUldent(1) ePDULoad(2) ePDUOutlet(3) ePDUPowerSupply(4)

Serial Number(6)

Serial Number (.0)
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EAFARL W7 Types
Integer Ulnteger 32
16 bit Signed Whole Number (21%) Integer 32
Counter64 Bit Stl’iﬂg
IpAddress
Counter32 . _
Display String
OIOaOI ue Seqguence of Characters
NsapAddress
TimeTicks

Gauge3?2
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() |
VN H:-"(Q

Where can you find a

MIB fie?
For this webinar we will

* Manufacturer’s be using...

website

iReasoning

 Equipment’s web
MIB Browser

interface

e Directly from
manufacturer

Equipment MIB
MIB FILE BROWSER



MIB Tree

» iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

ENMP MIBs

~|Advance | OTD: 136141

3808.1.1.3.3.3.1.1.4

A 4

~| Operations: Get Next v @ Go

Result Table |
I# MIB Tree A .
|| iso.org.dod.internet.private.enterprises M= Lelre | Tz |IP'P"'
apc
=l cps
[=}'! products
[=I"! hardware
ups
eswitch
=/ ePDU
ePDUIdent
ePDULoad
=]l ePDUQutlet
ePDUOutletDevice
ePDUOutletPhase
=]l ePDUOutletControl
-1 ePDUOQutletControlTable
[=} & ePDUQutletControlEntry
&, ePDUOQutletControlIndex
@ ePDUOutletControlOutletName
@ ePDUOutletControlOutletPhase
:lePDUOutletControlOutletCommand|
- ePDUOutletControlOutletBank
ePDUOutletConfig
ePDUQutletStatus
ePDUOutletBank v
Name | ePDUOutletControlOutletCommand A
OID .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4
MIB CPS-MIB
Syntax | INTEGER {immediateOn (1),immediateOff (2),immediate.....]
Access | read-write
Status | mandatory
DefVal
Indexes | ePDUQutletControlIndex

Getting this variable will return the outlet state. If

the outlet is on, the immediateOn (1) value will be returned.
If the outlet is off, the immediateOff (2) value will be
returned.
Setting this variable to immediateOn (1) will immediately turf

vE LOHO




IReasoning MIB Browser

File Edit Operations Tools Bookmarks Help
Address: FERINENREE ~|Advance...| OID: .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4

SNMP MIBs Result Table |

& MIB Tree A .
=|' | iso.org.dod.internet.private.enterprises M= Lelre | Tz |IP'P"'
apc
=l cps
[=}'! products
[=I"! hardware
ups
eswitch
=/ ePDU
ePDUIdent
ePDULoad
=]l ePDUQutlet
ePDUOutletDevice
ePDUOutletPhase
=]l ePDUOutletControl
 [=]= ePDUQutletControlTable
[=} & ePDUQutletControlEntry
&, ePDUOQutletControlIndex
@ ePDUOutletControlOutletName
@ ePDUOutletControlOutletPhase
:lePDUOutletControlOutletCommand|
- ePDUOutletControlOutletBank
ePDUOutletConfig
ePDUQutletStatus
ePDUOutletBank
Name | ePDUOutletControlOutletCommand A
DID .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4
MIB CPS-MIB
Syntax | INTEGER {immediateOn (1),immediateOff (2),immediate... .}
ccess | read-write
btatus | mandatory
DefVal

O I D Deta | IS ndexes | ePDUOQutletControlIndex
Getting this variable will return the outlet state. If
the outlet is on, the immediateOn (1) value will be returned.

If the outlet is off, the immediateOff (2) value will be

returned.
Setting this variable to immediateOn (1) will immediately turf v

tha autlat An
dod.internet.private.enterprises.cps.products.hardware.ePDU.ePDlOutlet.ePDUQutletControl.ePDUOutletControlTable.ePDUOutletControlEntry.ePDUO...

~| Operations: Get Next v @ Go

vE LOHO

\ 4

.is0.0rg.



IReasoning MIB Browser

» iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help
Address: FERINENREE ~|Advance...| OID: .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4

SNMP MIBs Result Table |

& MIB Tree A .
=|' | iso.org.dod.internet.private.enterprises M= Lelre | Tz |IP'P"'
apc
=l cps
[=}'! products
[=I"! hardware
ups
eswitch
=/ ePDU
ePDUIdent
ePDULoad
=]l ePDUQutlet
ePDUOutletDevice
ePDUOutletPhase
=]l ePDUOutletControl
 [=]= ePDUQutletControlTable
[=} & ePDUQutletControlEntry
&, ePDUOQutletControlIndex
@ ePDUOutletControlOutletName
@ ePDUOutletControlOutletPhase
LdePDUOutletControlOutletCommand|
- ePDUOutletControlOutletBank
ePDUOutletConfig
ePDUOutletStatus
ePDUOutletBank
Name | ePDUOutletControlOutletCommand A
OID .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4
MIB CPS-MIB
Syntax | INTEGER {immediateOn (1),immediateOff (2),immediate.....]
Access | read-write
Status | mandatory
DefVal
Indexes | ePDUQutletControlIndex
Getting this variable will return the outlet state. If
the outlet is on, the immediateOn (1) value will be returned.
If the outlet is off, the immediateOff (2) value will be
returned.
Setting this variable to immediateOn (1) will immediately turf v

~| Operations: Get Next v @ Go

vE LOHO

Agent Response




IReasoning MIB Browser

» iReasoning MIB Browser

Operations
on Agent

File Edit Operations Tools Bookmarks Help
Address: FERINENREE ~|Advance...| OID: .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4 v

SNMP MIBs Result Table |

& MIB Tree A .
=|' | iso.org.dod.internet.private.enterprises M= Lelre | Tz |IP'P"'
apc
=l cps
[=}'! products
[=I"! hardware
ups
eswitch
=/ ePDU
ePDUIdent
ePDULoad
=]l ePDUQutlet
ePDUOutletDevice
ePDUOutletPhase
=]l ePDUOutletControl
 [=]= ePDUQutletControlTable
[=} & ePDUQutletControlEntry
&, ePDUOQutletControlIndex
@ ePDUOutletControlOutletName
@ ePDUOutletControlOutletPhase
LdePDUOutletControlOutletCommand|
- ePDUOutletControlOutletBank
ePDUOutletConfig
ePDUOutletStatus
ePDUOutletBank
Name | ePDUOutletControlOutletCommand A
OID .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4
MIB CPS-MIB
Syntax | INTEGER {immediateOn (1),immediateOff (2),immediate.....]
Access | read-write
Status | mandatory
DefVal
Indexes | ePDUQutletControlIndex
Getting this variable will return the outlet state. If
the outlet is on, the immediateOn (1) value will be returned.
If the outlet is off, the immediateOff (2) value will be
returned.
Setting this variable to immediateOn (1) will immediately turf v

Operations: Get Next v @ Go

vE LOHO
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1.3.6.14.1

Example with IReasoning

v

SNMP MIBs

& MIB Tree

—11 1 iso.org.dod.internet.private.enterprises
apc

.3808

\4

=1 cps
(=] | products
[=I' hardware

1.1
3

\ 4

[+l ups
eswitch
|-/l ePDU

ePDUIdent
ePDULoad

v

[=}/1 ePDUOutlet
ePDUOutletDevice
ePDUOutletPhase

1.1.4

v

\ 4

[=]/ | ePDUOutletControl
(=] m ePDUOutletControlTable
[=/& ePDUOutletControlEntry
~&, ePDUOQutletControlIndex
& ePDUQutletControlOutletName
~@ ePDUQutletControlOutletPhase

Br:4cPDUQutletControlOutletCommand
--@ ePDUQutletControlOutletBank

[+]| ePDUOutletConfig
ePDUOutletStatus
ePDUOutletBank
[+]/ | ePDUPowerSupply
ePDUStatus

[+:[] environmentSensor

ats

[+ ePDU2

[+ | battmgr

[+]| cpsmgmt

[+][ comlab

nautel

inovonicsBroadcast

[+}% SNMPv1 TRAPs

Returns the # Outlets

=/ = ePDUOutletCo
etControlEntry

-&, ePDUOutletControllndex

@ ePDUOQutletControlOutletName
@ ePDUOQutletControlOutletPhase

gde PDUOutletControlOutletCommand

@ ePDUOQutletControlOutletBank

-[&# READ/WRITE (GET/SET)
@ READ ONLY (GET)



SYNTAX

OID Description

IReasoning MIB Browser

Name | ePDUOQutletControlOutletCommand

OID .1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4

MIB CPS-MIB

» Syntax | INTEGER {immediateOn (1),immediateOff (2),immediateReboot (3),delayedOn... .|

Access | read-write

Status | mandatory

DefVal

Indexes | ePDUQutletControlIndex
Getting this variable will return the outlet state. If
the outlet is on, the immediateOn (1) value will be returned.
If the outlet is off, the immediateOff (2) value will be
returned.
Setting this variable to immediateOn (1) will immediately turn
the outlet on.

> Setting this variable to immediateOff (2) will immediately turn

the outlet off.
Setting this variable to immediateReboot (3) will immediately
reboot the outlet.
Setting this variable to delayedOn (4) will turn the outlet on
after the ePDUQutletConfigPowerOnTime OID time has elapsed.
Setting this variable to delayedOff (5) will turn the outlet off
after the ePDUQutletConfigPowerOffTime OID time has elapsed.
Setting this variable to delayedReboot (6) will cause the
Switched Rack PDU to perform a delayedOff command, wait the

Descr | ePDUOutletConfigRebootDuration OID time, and then perform a

delayedOn command.
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SYNTAX

OID Description

IReasoning MIB Browser

Name | ePDUIdentSerialNumber

QID .1.3.6.1.4.1.3808.1.1.3.1.6
» MIB CPS-MIB

Syntax | DISPLAYSTRING

Access |read-only

Status | mandatory

DefVal

Indexes

» Descr

A 12-character string identifying the serial number of
the Rack PDU. This value is set at the factory.
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SNMP Versions

(

\_

Community Name
Public/Private

\

\_

\_

Trap
Acknowledgement

J

(

\_

~

Enhanced Security
with encryption

\

J

/
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S5NMP V3 Parameters
Username :

Authentication

\/3 Protocol :

Password -

SNMP V1 vs V3

Community - private I

MD5

Privacy
Protocol : AES

Password -
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DG Live Example

SERIES

CHPRTEX

[ MANAGER ]
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davicom What is Modbus ?
R € Industrial Control Protocol
We selected it for our for /0 expansion

VN

SERIES

CHPRTEX

[ MASTER ] ................
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davicom What is Modbus ?
R € Industrial Control Protocol
We selected it for our for /0 expansion

CeRTES

[ MASTER ] ................ MOdbUS

2
r

1475, 0

RTU MODE

TCP MODE
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What is Modbus ?

Data Types

Registers

READ

(16/32 bit Integer)
30001..

4 ° )

J

\2

3 Available Data Types

r ° N

Status

READ
(1 bit—0or1)
10001..30000

4 ° )

\_

Coils

WRITE
(1 bit—0or 1)
00001..10000

7




Binary Coding schemes

f- . .
or registers (4-bit example)
Binary jUnsigned | Sigh and magnitude | Ones' complement | Two's complement | Excess-8 Base -2
0000 0 0 0 0 -8 0
0001 1 1 1 1 -7 1
0010 2 2 2 2 -6 2
0011 3 3 3 3 =3 -1
0100 4 4 4 4 -4 4
0101 5 5 5 ) =8 5
SERIES 0110 6 6 6 6 -2 2
C @@ RT E X 0111 7 7 7 7 -1 3
1000 8 =g = =3 0 -8
1001 9 -1 -6 -7 1 -7
1010 10 =2 =3 -6 2 -10
1011 1" -3 -4 = 3 -9
1100 12 -4 =g -4 4 -4
1101 13 =3 -2 -3 5 =3
1110 14 -6 =q = 6 -6
1111 15 =7 -0 -1 7 =3
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dcfv/i\&c\% Modbus Addressing can usually be

found in the equipment manual

Basic Registers - Floating Point

The following registers provide the most commonly used measurements in floating point units.
AC P M See the Basic Registers - Integer below for miscellaneous registers, which don’t appear in the
floating point list. See Basic Registers below for detailed information.

AC Power Meter Registers Name Units Description

Energy Registers .
41001, 41002 EnergySum kWh Total net (bidirectional) energy
41003, 41004 EnergyPosSum kWh Total positive energy
41005, 41006 EnergySumNR kWh _Total net (bidirectional) energy - non resettable
41007, 41008 EnergyPosSumNR  kKWh Total positive energy - non resettable

Continental Control Systems LI A A
LV"[”“V(””;M M()I)Bl S » . POWE:;}%QT:S:% PowerSum W Real power, sum of active phases
V‘{E‘LS:-’%.‘,%&?‘MB (€ 41011, 41012 PowerA w Real power, phase A
. 41013, 41014  PowerB W Real power, phase B
41015, 41016 PowerC W _Real power, phase C
| Voltage Registers
:"‘ ;:gz: 41017, 41018 VoltAvgLN vV _Average phase-to-neutral voltage
® 4B CT 0333va Status 41019, 41020 VoltA \ RMS voltage, phase A to neutral
41021, 41022 VoltB \% RMS voltage, phase B to neutral
® oC CT 0333V~ Status 41023, 41024  VoltC vV RMS vo\tgge, ph.ase C to neutral
41025, 41026 VoltAvgLL vV Average line-to-line voltage
41027, 41028 VoltAB \% RMS voltage, line-to-line, phase Ato B
41029, 41030 VoltBC Vv RMS voltage, line-to-line, phase B to C
41031, 41032 VoltAC v _RMS voltage, line-to-line, phase A to C
Frequency Register
41033, 41034 Freq Hz _Power line frequency




davicorn Modbus Addressing can usually be
found in the equipment manual

avicom Expansion Modules e

MEXM-1/2
METERING INPUTS

30001.30024

STATUS INPUTS
10001.10024

MEXM-1 Reference Manual — November 2011

RELAYS
1.24

Tablo 9 - MEXM KO Modbus addrosses
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What are the required parameters to establish communication?

1

RTU (RS-485) . TCP

Communication Speed (Baud Rate)
Initialization String :
Significant Bits (7 or 8) ”:) Addl’eSS
Stop Bit (1 or 2) :
Parity (Odd/Even/None) Parallel Communication
Flow Control (None/Hardware/XON/XOFF)
RTU Address

Multi Drop Communication



/

davicom Modbus
i i RS_485

Practically speaking, you could travel a distance up to 4000 Ft with baud rates up to 76,800 Baud.

10k 5
¥ 1
dk rrn e S nee e e e e N
\

— A
I, h
=
s
wh
=
fr}
—
Rk
& 100
=%
L3

40

1o

100 Ve 10k 100k W 10W

() DATA RATE {bps)

Image Source: Ten Ways to Bulletproof RS-485 Interfaces,
National Semiconductor Application Note 1057, John Goldie, October 1996.



A Modbus
RS-485

Use a USB to RS-485 Converter or use |0IOI port on the Cortex 360

USB to RS-485 , i
Converter . »g : » - | RS-232 RS-422 RS-485

TX+ RX/TX+
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AONDE RTU Configuration

2
e

360 Serial Modbus /0
C@@ RTEX Communication Communication Communication
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VN
Modbus RTU Configuration Steps
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VN
Modbus RTU Configuration Steps

/

Modbus

Hardware
Configuration
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VN
Modbus RTU Configuration Steps

Serial Port
Configuration

/
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VN
Modbus RTU Configuration Steps

/

Modbus
Protocol

Configuration
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VN
Modbus RTU Configuration Steps

.ﬂ /O
Configurations

/
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D with AC Power Meter

SERIES

CHPRTEX

[ MASTER ]

RTU MODE




Live example
with AC Power Meter

pmtrol Systems LI
:* MopBUS

WNC-3Y-208-MB ¢ ¢
120V~ 50-80Hz W

o000

INPUT / OUTPUT 1 INPUT / OUTPUT 2

o-N 120V~
-0 240V~

P0000O0

120 VAC

Faan). W INO m_E_MQDd:M ; ETS A&l Ground

o 3 WNC-3D-208-MB
; Neutral

20 W 5040 W W
LIVE

®c 8 com

o O saer R vern

(ACPM-1 power supply)

o BA CT axsnwe
.

O Seatn (O:N 100 PA
-9 250V~

-
© 28 T oime O soten { 2800 AT B I o8

o BC CT oxames O Statun — o
o —

L C€ FE -@-"_--:E

|

120 VAC

(AC power for the load)
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SERIES

SEFLEEA CHPBRTEX

SNMP Modbus
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Up to.. Up to..

. Connected Modbus Devices

GETs SETs TRAP :
Receivers

Registers Status Coils



/

davicom Here are useful links
DOOOOE to get you started

= SERIES

dex C8RTEX



https://dex.davicom.com/
https://davicom.com/
https://cortex.davicom.com/

