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What is SNMP ?
Simple Network Management Protocol

SNMPMANAGER AGENT

READ & CONTROL

ALARMS

192.168.1.2 192.168.1.100



How do devices interact
with each other?

GET SET TRAP
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GET
“Information Request”

SNMPMANAGER AGENT

READ
192.168.1.2 192.168.1.100



SET
“Action Command”

SNMPMANAGER AGENT

WRITE
192.168.1.2 192.168.1.100



TRAP
“Alarm Information”

SNMPMANAGER AGENT

ALARMS

192.168.1.2 192.168.1.100



SNMPMANAGER AGENT

What is SNMP ?
Example



NETWORK MANAGEMENT SOFTWARE (NMS)

G
E
T

S
E
T

T
R
A
P

On/Off ? Turn On Alarm !

G
E
T

S
E
T

T
R
A
P

Indoor
Temperature

Turn On
Generator

Alarm !

MANAGER AGENT



How are GET/SET/TRAP 
commands sent to the 

other devices?

OID – Object Identifiers

.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4



What does this OID represent?

.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

ccitt(0)

Root

joino-ccitt(3)Iso-(1)

Org(3)

Dod(6)

Internet(1)

Directory(1) Mgmt(2) Experimental(3) Private(4)

1.3.6.1



.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

ccitt(0)

Root

joino-ccitt(3)Iso-(1)

Org(3)

Dod(6)

Internet(1)

Directory(1) Mgmt(2) Experimental(3) Private(4)

1.3.6.1

What does this OID represent?



.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

Internet(1)

Directory(1) Mgmt(2) Experimental(3) Private(4)

1.3.6.1

Enterprise(1) 1.3.6.1.4.1

What does this OID represent?



.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

Internet(1)

Directory(1) Mgmt(2) Experimental(3) Private(4)

1.3.6.1

Enterprise(1) 1.3.6.1.4.1

Cisco(9) APC(318) CyberPower(3808) Comlab(14665)

What does this OID represent?



CyberPower(3808)

Products(1) cpsmgmt(2)

Hardware(1)

UPS(1) eswitch(2) ePDU(3) EnvironmentSensor(4)

.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

What does this OID represent?



ePDU(3)

ePDUIdent(1) ePDULoad(2)

ePDUOutletDevice(1) ePDUOutletPhase(2) ePDUOutletControl(3) EnvironmentSensor(4)

ePDUOutlet(3) ePDUPowerSupply(4)

.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

What does this OID represent?



.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

ePDUOutletControl(3)

ePDUOutletControlTable(1)

ePDUOutletControlEntry(1)

TableIndex(1) ePDUOutletControlName(2) ePDUOutletControlPhase(3) ePDUOutletCommand(4)

Table That Contains
More Than 1 Value !!

What does this OID represent?



Each OID is a table of values

.1.3.6.1.4.1.3808.1.1.3.3.3.1.1.4.4

ePDUOutletCommand(4)

Outlet 1 (.1)

Outlet 2 (.2)

Outlet 3 (.3)

Outlet 4 (.4)

Outlet 5 (.5)

Outlet 6 (.6)

Outlet 7 (.7)

Outlet 8 (.8)

…



.1.3.6.1.4.1.3808.1.1.3.1.6.0

Each OID is a table of values
Example of a single value OID

ePDU(3)

ePDUIdent(1) ePDULoad(2) ePDUOutlet(3) ePDUPowerSupply(4)

Serial Number(6)

Serial Number (.0)

…



Available Syntax 
Types

Integer
Integer 32

UInteger 32

Display String

Bit String
IpAddress

Counter32

Counter64

Gauge32TimeTicks

Opaque

NsapAddress

16 bit Signed Whole Number (215)

Sequence of Characters



How can we find these OID’s ?

MIB

Equipment 
MIB FILE

MIB 
BROWSER

Where can you find a 
MIB fie?

• Manufacturer’s 
website

• Equipment’s web 
interface

• Directly from 
manufacturer

For this webinar we will 
be using…

iReasoning
MIB Browser



iReasoning MIB Browser

MIB Tree



iReasoning MIB Browser

OID Details



iReasoning MIB Browser

Agent Response



iReasoning MIB Browser

Operations 
on Agent



Example with iReasoning

.1.3.6.1.4.1

.3808

.1.1

.3

.3

.3

READ ONLY (GET)

READ/WRITE (GET/SET)

.1.1.4

Returns the # Outlets



iReasoning MIB Browser

SYNTAX

OID Description



iReasoning MIB Browser

SYNTAX

OID Description



SNMP Versions

Community Name
Public/Private

Trap 
Acknowledgement

Enhanced Security 
with encryption

V3V1 V2



SNMP V1 vs V3

V1

V3



Live Example

SNMPMANAGER AGENT



What is Modbus ?
Industrial Control Protocol

We selected it for our for I/O expansion

ModbusMASTER SLAVE



ModbusMASTER SLAVE

RTU MODE TCP MODE

What is Modbus ?
Industrial Control Protocol

We selected it for our for I/O expansion

READ & CONTROL



What is Modbus ?
Data Types

Registers
READ

(16/32 bit Integer)
30001..

Status
READ

(1 bit – 0 or 1)
10001..30000

Coils
WRITE

(1 bit – 0 or 1)
00001..10000
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3 Available Data Types



Binary Coding schemes
for registers (4-bit example)



ACPM 
AC Power Meter

Modbus Addressing can usually be 
found in the equipment manual



Modbus Addressing can usually be 
found in the equipment manual

Davicom Expansion Modules
(MEXM-1/2)

METERING INPUTS
30001..30024

STATUS INPUTS
10001..10024

RELAYS
1..24



Modbus
What are the required parameters to establish communication?

RTU (RS-485) TCP

IP Address

Parallel Communication

vs

Communication Speed (Baud Rate)

Initialization String

Significant Bits (7 or 8)

Stop Bit (1 or 2)

Parity (Odd/Even/None)

Flow Control (None/Hardware/XON/XOFF)

RTU Address

Multi Drop Communication



Modbus
RS-485

Practically speaking, you could travel a distance up to 4000 Ft with baud rates up to 76,800 Baud.

Image Source: Ten Ways to Bulletproof RS-485 Interfaces, 
National Semiconductor Application Note 1057, John Goldie, October 1996.



Modbus
RS-485

Use a USB to RS-485 Converter or use IOIOI port on the Cortex 360

IOIOI

USB to RS-485
Converter



Modbus
RTU Configuration

Serial
Communication

Modbus
Communication

I/O
Communication



Modbus RTU Configuration Steps

STEP 1

STEP 2
STEP 3

STEP 4



Modbus 
Hardware 

Configuration

STEP 2
STEP 3

STEP 4

Modbus RTU Configuration Steps



Modbus RTU Configuration Steps

STEP 1

Serial Port 
Configuration

STEP 3
STEP 4



Modbus RTU Configuration Steps

STEP 1

STEP 2
Modbus 
Protocol 

Configuration

STEP 4



Modbus RTU Configuration Steps

STEP 1

STEP 2
STEP 3

I/O
Configurations



Live example
with AC Power Meter

ModbusMASTER SLAVE

RTU MODE



Live example
with AC Power Meter



Take Your Site Intelligence 
to the Next Level With…

Louis-Charles Cuierrier, B.Sc.EE
Director of Sales & Marketing

Pre Engineering



256 256 256

Registers Status Coils

SNMP Modbus
vs

16

Connected Modbus Devices

Up to…

1024 1024 1024

GETs SETs TRAP
Receivers

Up to…



Here are useful links 
to get you started

DEX Support Portal

Davicom Corporate  
Website

Cortex Series Website

https://dex.davicom.com/
https://davicom.com/
https://cortex.davicom.com/

